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TRANSPORT LEGISLATION AMENDMENT (IDENTITY MATCHING SERVICES) BILL 2020 
Second Reading 

Resumed from 19 March. 
MS L. METTAM (Vasse) [7.04 pm]: I rise to make some comments on the Transport Legislation Amendment 
(Identity Matching Services) Bill 2020. At the outset, I would like to thank the minister’s advisers and her department 
for the information that has been provided on this legislation. Some significant and fair questions were raised. 
I asked some questions during the briefing, and since the briefing I have also raised questions directly with one of the 
advisers at the briefing who provided their details. I got some clarity on this piece of legislation, which is certainly 
very much welcomed. 
What this legislation seeks to achieve and its proposed objectives are certainly of great value. The bill seeks to 
combat identity crime and improve law enforcement. We know that identity crime is a significant issue that 
impacts one in 20 Australians annually and one in five Australians throughout their lifetime, with an estimated 
annual cost to Australians of about $2.2 billion. The object of this legislation, in conjunction with the proposed 
commonwealth legislation, is to enable state government agencies to work together. This legislation will support 
better services. Members of the public experience great frustration at having to provide the same amount of 
information to multiple agencies. One of the objectives of this legislation is certainly to provide fluidity in that 
process. It is built on the 2017 intergovernmental agreement on the national identity security strategy. It is my 
understanding that the commonwealth is now progressing the Identity-matching Services Bill 2019 in support of 
that intergovernmental agreement. That bill will be the first legislation of this type since 11 September 2001—
since the Howard government’s response to the terror attacks. This bill will provide an important tool in 
combating identity crime, which is a significant issue in this country. It will enable and support our agencies to 
do so. 
A number of fair questions that I raised specifically with the adviser from the government department have been 
passed on to the Minister for Transport, including, for example, why Victoria and New South Wales need federal 
legislation to be in place before state legislation is in place, what safeguards are in place and about the role of 
commonwealth oversight. I am very pleased that we were able to get a comprehensive response from the Minister 
for Transport’s office. I certainly thank the Minister for Transport and her office for that comprehensive response 
to a number of concerns that have been raised by not only other state governments that have looked at this 
legislation, but also the federal member for Canning in his capacity as a member of a joint standing committee that 
is specifically looking at privacy concerns. 
Western Australia and South Australia are the only states in Australia without privacy legislation. In WA, privacy is 
covered by the Public Sector (Data Sharing) Act. I raised concerns about that and was told that WA is currently governed 
by common law principles and agent-specific legislation and regulations. Members may be aware that in August 2019 
the state government announced an intention to introduce new laws to establish a whole-of-government approach 
to protecting the privacy of people whose information is held by the government. I hope that the government will 
provide some clarity on the progress of that legislation. I appreciate that this is not within the Minister for Transport’s 
direct area of responsibility, but legislation that enables the sharing of information directly relates to what is being 
discussed here. As I stated earlier, WA and South Australia are the only states without specific privacy legislation, 
but are being asked to take on and support legislation such as this bill that provides for the sharing of information 
through the use of photographs and signatures. 
I asked the minister about safeguards in the bill. I understand that proposed section 11C(3) sets out the penalties if 
a person discloses identifying information for a purpose other than the authorised purpose. There are pretty significant 
fines, including imprisonment of two years or a $24 000 fine, as they relate to section 7 of the Road Traffic 
(Administration) Act. The Department of Transport also has a dedicated governance area and has trained staff 
specifically to manage this process. There is also audit access and information sharing through the national driver 
licence facial recognition solution service. Participation agreements and participation access arrangements are legally 
binding, and an identity matching service protects DOT customers from the use of their identifying information. 
I have been advised that those arrangements must be signed off by senior representatives of other states and 
territories before the Department of Transport is granted access to a customer’s identifying information. Access to 
a WA driver’s licence identifying information by government agencies is also subject to approval by the Minister for 
Transport on behalf of the WA government. Two agreements must be signed for the national driver licence facial 
recognition solution. There will be a hosting agreement as well as a participation agreement. 
Earlier I mentioned the commonwealth government’s Identity-matching Services Bill 2019. I understand the 
Federal Parliamentary Joint Committee on Intelligence and Security has made a recommendation. The federal 
member for Canning was part of the committee that recommended that the federal legislation be redrafted. 
The committee argued that some necessary safeguards needed to be put in place. The federal member for 
Canning said — 
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“The committee … expresses broad support for the objectives of the bill but agrees that the bill as is stands 
does not adequately incorporate enough detail,” … 

There is a lot of support for the objectives of the proposed federal bill, and after some amendments are made, it will 
be introduced. Mr Hastie also said that substantial changes would be needed, such as boosted protections for citizens. 
The federal member also said — 

“The committee acknowledges these concerns and believes that while the bill’s explanatory memorandum 
sets out governance arrangements such as existing and contemplated agreements and access policy, they 
are not adequately set out in the current bill,” … 

“In the committee’s view, robust safeguards and appropriate oversight mechanisms should be explained 
clearly in the legislation.” 

… 

“Wanting to ensure the safety and security of all Australians is something we have in common but we 
also need to protect citizens’ rights whilst doing so,” … 

The federal member has highlighted some issues with what has been proposed at a federal level. I understand that 
more amendments will be put in place and that federal legislation will be introduced either later this year or early 
next year. 

In saying that, I raised other questions with the department and the minister’s office about whether there would be 
annual reporting on the use of identity matching services. It is pleasing that there will be some commonwealth 
oversight through the commonwealth Identity-matching Services Bill 2019. I was advised that the federal minister 
will provide a report on the statistics that relate to all requests in the financial year and that that report will also 
include statistics from each authority of the commonwealth and each state or territory. 

Other questions were asked about whether the legislation requires a participation agreement to set out the 
obligations of all parties. The minister’s office also referred to the fact that following recommendations by the 
Parliamentary Joint Committee on Intelligence and Security, the commonwealth bill will be amended to include 
details of both the hosting agreements and participation agreements. 

This is an important bill. I have highlighted that identity fraud is a significant issue. We should be doing all we 
can to help and enable our WA and national law enforcement agencies to do their job. One job of our agencies is 
to address identity fraud through information sharing. I also pointed out the great frustration many individuals feel 
about duplication and having to provide and verify their identity with many agencies. The identification database 
that will be operated and maintained by the Department of Home Affairs will obviously be a powerful tool to 
identify and weed out crime. 

Significant issues have been flagged, particularly at the federal level, about privacy concerns. The recommendations 
that have been flagged by the federal member for Canning, and that the bipartisan committee will be looking at, 
have great merit. So long as the safeguards are in place, this legislation will be a significant positive. 

I conclude my remarks by thanking the Minister for Transport’s advisers for providing information and clarification 
about this legislation. Some questions were asked about the fact that at this stage, the Western Australian government 
does not have specific privacy legislation, as well as a few other issues that I have flagged. I thank the minister 
and her staff for providing some valuable clarity around that. 

MR V.A. CATANIA (North West Central) [7.20 pm]: I rise to support the Transport Legislation Amendment 
(Identity Matching Services) Bill 2020 on behalf of the National Party of Western Australia. I, too, would like to 
put on the record and thank the Minister for Transport and her advisers for providing the National Party with 
a briefing. From the outside looking in, we might have had concerns about this legislation, but once this legislation 
had been explained to us and we had gone through it in detail, in my belief, and in my party’s belief, this is safe and 
very necessary legislation, because it will set Western Australia up for the future. I will go into why that is the case, 
and also why it is important to allow government departments to talk to each other. I think everyone thinks that 
government departments have the ability to access information as they see fit. However, in reality, that is far from 
the case, particularly when it comes to information sharing between states, which varies and can be quite difficult. 

This bill will implement the 2017 Intergovernmental Agreement on Identity Matching Services, which was endorsed 
by the Council of Australian Governments. It will allow WA drivers’ licences, learners’ permits and photo cards to 
be used by the national driver licence facial recognition solution for identity matching. This bill will make legislative 
changes to the Road Traffic (Administration) Act 2008 and the Road Traffic (Authorisation to Drive) Act 2008. It 
will also amend the Western Australian Photo Card Act 2014 to allow the disclosure of photos to the WA-controlled 
portion of the national hub for search by approved organisations, such as WA Police Force, the Australian Security 
Intelligence Organisation and other law enforcement officials. The bill will allow disclosure to other state government 
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departments by automated processes—for example, to the Western Australian Department of Transport if a person 
has been disqualified from driving in Queensland and attempts to gain a driver’s licence in Western Australia, or 
the distribution of photo card facial images if a person has been disqualified from driving. That will ensure that 
people who are questionable are discovered and dealt with under the law. The bill will also allow disclosure with 
the consent of the customer; allow the use of photos and signatures between Department of Transport documents; 
prevent organisations from subpoenaing photos; and provide for the retention of photos and signatures after 
10 years. It is important to note that the existing road laws in Western Australia already allow for most of the above 
to occur. However, Western Australian photos are not shared nationally. That is the issue when it comes to 
states talking between themselves in order to prove that individuals are who they say they are. This legislation will 
allow the government to detect drivers from interstate who are driving without a licence or while disqualified. 
Western Australia already has facial recognition capacity, which is managed by the Department of Transport and 
WA Police Force. 
From time to time, and especially these days, employers may require identity verification such as a driver’s licence, 
along with national police clearances. As technology improves, employers want to make sure that the person whom 
they are employing discloses correct information and is the person whom they say they are. The important point is 
that only the police will be able to access this national system, and only with written permission. That will provide 
the necessary safeguards. This legislation has been questioned by the Australian Human Rights Commission, which 
has been very critical of the federal government’s Identity-matching Services Bill 2019 for not providing enough 
safeguards for the protection of information. That will provide a safeguard to ensure that people’s information 
is protected. 
Risks obviously arise with data security. However, the Western Australian government already has this data. The 
important point is that this data will continue to be stored in Western Australia, not overseas, and access will be 
available nationally on a case-by-case basis. The minister may be able to explain some of the potential cases to ease 
people’s minds that someone will not be able to just pick up the phone or send an email and receive that information. 
The misuse of images is always a concern. The minister’s advisers have assured me that only trained and approved 
personnel will be given access to these images. People are worried about Big Brother when it comes to mass 
surveillance and facial recognition. That is a concern for everyone, because when people see a camera, although 
they may not be doing anything illegal, they feel that their way of life is being hindered by Big Brother watching 
them. I have been assured by the minister’s advisers that that will not be possible under the current system 
capability. However, as we all know, technology is changing and getting better and smarter, and often the public’s 
privacy is diminished. That is probably one of the big concerns about legislation such as this. However, as I have 
said, the Western Australian government and governments around the country have this information anyway. 
I have been provided with some level of comfort that the ability to share this information with other approved 
organisations does not mean that private sector organisations will be able to access this information. It is critical when 
we are talking about government to government or department to department access that we do not allow public 
access to this very important information. 
It is very important that the Western Australian public participates in the national model. One of the risks of not 
participating is that there will be reduced recognition of Western Australian drivers’ licences as other states move 
to the national model. Another risk is that as technology improves and people increasingly rely on smart phones 
and having all their information on one device that can be easily hacked into, there may be an increase in identity 
fraud, which we all know occurs from time to time. The benefit of this is convenience. It will allow the transfer of 
a driver’s licence from one state to another, the opening of bank accounts, obtaining a working with children check 
and obtaining a firearms licence. One of the issues often brought up with me is the ability for one state to talk to 
another about firearms licences, because laws differ from state to state. Having an identity in the system and being 
able to check it will hopefully somewhat improve the ability for people to transfer firearms between states. It is not 
just for people who want to carry guns from one state to another. People often compete in shooting sports events, 
and allowing shooters to come from the eastern states to Western Australia and vice versa is important, because it 
is a large industry, particularly in regional Western Australia, where we get lots of shoots, particularly in my 
electorate. One was held recently at Ella Valla station. It is important that people are allowed to travel from state 
to state to be able to attend these events. 
I turn to disaster recovery. We saw bushfires and floods on the east coast, and there were even floods up my way 
in Carnarvon. A lot of information is lost in disasters. This system will allow that information to be kept. People 
being able to get their driver’s licence or fill out further forms to assist them in the recovery process after a natural 
disaster is vitally important. It is even more so now when everything is needed to access any potential disaster 
relief or to get birth certificates—you name it. This system will be beneficial to areas that suffer natural disasters. 
With COVID-19, we have seen prevention enforcement measures such as border control. I think this legislation is 
absolutely vital when border control is occurring. Hopefully, they will be lifted at some point in the future. With 
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border controls even between regions during a pandemic like COVID-19, it is critical to have information shared 
so that our agencies are able to see who is abiding by the law and who is not. 
This legislation will make it easier to investigate identity fraud. It will provide more effective policing of crime and 
national security. It will improve counterterrorism and will identify interstate drivers seeking to avoid disqualification. 
I had a discussion with the minister’s advisers about something that I brought up in this place many years ago. 
Members may remember having had the ability to be an organ donor and to have that information on their driver’s 
licence, with it stamped on the licence. That ended when the Department of Transport was unable to share that 
information with the Department of Health, and that information was taken off the licences. If my memory is 
correct, it was taken off in around 1995. That has had a drastic impact on people donating their organs, because, 
at the end of the day, it is up to the next of kin to grant authority for a person to have their organs used if they were 
to die in unfortunate circumstances and that was their wish. I believe that future legislation is coming in that will 
allow that discussion between government departments, the Department of Transport and the Department of Health, 
and will bring back organ donation information on licences. I think it is important that everyone has a licence with 
a stamp saying that they are a proud organ donor. That will then allow a family to make an informed decision, 
ensuring the wishes of their loved one are carried out. This legislation moves towards allowing those discussions 
to occur and that information to be shared, which will be only beneficial to everyone in the long run. 
As I said, this legislation will prevent identity fraud, which is growing and growing. If Western Australia does not 
implement this legislation, we will become even greater targets of organised crime and identity fraud. The 
important thing about this legislation is that it will allow the states to talk to each other and to share that information 
when needed, all the while ensuring that privacy is held first and foremost. There are always unintended 
consequences, and legislation like this can make us think of Big Brother. The Nationals WA and I are comforted 
that this legislation will only be beneficial to the people of Western Australia by reducing the risk of fraud and 
leading to other opportunities such as one day being able to bring back the organ donor stamp on drivers’ licences 
and for that information to be shared. Hopefully, there will be some future opt-out legislation to ensure that we 
can grow our organ donor list. That is where this legislation will lead us in Western Australia. On behalf of the 
National Party, I thank the minister again for allowing her advisers to answer our questions, and I look forward to 
the minister answering some of the questions we will raise in consideration in detail. More importantly, the 
National Party supports the Transport Legislation Amendment (Identity Matching Services) Bill 2020. 
MR W.R. MARMION (Nedlands — Deputy Leader of the Opposition) [7.37 pm]: I rise to make a few comments 
on this very important Transport Legislation Amendment (Identity Matching Services) Bill 2020. A lot of opportunities 
can arise out of this bill. It is interesting that it is a key piece of legislation for a database of people’s identities 
coming out of drivers’ licences and the interaction with other states. It was through drivers’ licences that a database 
of people’s identities was established in Western Australia, because most people have a driver’s licence. Over 
time, that has been the vehicle for a database that can go national and prevent crime. 
The second reading speech was quite easy to read. It sums up this bill very well. I was quite surprised to read the 
part describing the benefits of the system, which are very important. The second reading speech mentions that law 
enforcement agencies will have a more powerful investigative tool to identify people who may be associated with 
criminal activities. It says that identity crime is one of the most common and costly crimes in Australia. I was surprised 
that one in 20 Australians becomes a victim of identity crime each year. Those statistics mean that two or three people 
in this Legislative Assembly could be subject to identity crime. That is a growing concern, particularly for elderly 
people, with computer hacking and people being able to somehow obtain other people’s identities. That is a major 
cause of fraud at the moment.  
One of the key aspects of making this legislation national is to ensure that we do not have a separate database of 
identities and facial recognition in each state. It is very important that we go national with this. Privacy concerns were 
mentioned in the second reading debate relating to going national with a comprehensive identity database. It was 
stated in the second reading speech that there will be lots of disclosure provisions and data-security assessments. 
When we talk about facial recognition, we often think of some of those television programs and movies in which 
we see people walking around the streets with numbers and facial recognition technology identifying them. It was 
specified in the second reading speech that identity matching services will not be used to conduct real-time monitoring 
or live facial recognition of people in public spaces, which is sometimes referred to as mass surveillance. It was 
specifically mentioned in the second reading speech that this legislation will not be used for that purpose, but once 
we have the data and the capability sitting in the database, we just need someone to write the program and 
access that data. This leads us straight back to the security of that information. I guess we will be relying on the 
Department of Home Affairs to keep that database secure. 
Members who want to go into the detail of this legislation will find that most of the information is well explained 
in the explanatory memorandum. I will go through that briefly. I know we will never get it, but it would have been 
helpful to have a flow diagram that shows all the agencies in Australia, how the data will move around those agencies, 
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whether the data will be photographs only, and whether the information will be kept separately. A flow diagram 
would have been helpful, but I am encouraged by this. The process that will be enabled by this bill is quite complex. 
The explanatory memorandum explains the amazing drawbacks that currently stifle proper investigation and 
disclosure of even drivers’ licences. Currently, our ability to identify legitimate people is not very effective. That 
is one important aspect of this legislation. 
One objective of this bill is to enable the disclosure of photographs and signatures to the National Driver Licence 
Facial Recognition Solution, which is the database that will be maintained by the Department of Home Affairs. 
We have to amend legislation to allow the transfer of photographs and signatures to the Solution. That is one objective. 
One point that was made is that the document verification service that the Department of Home Affairs currently 
uses is unable to detect documents, such as a driver’s licence, that contain a fraudulent photo but a legitimate name 
and address, nor can it identify an unknown person from a facial image. Obviously, that needs to be fixed, and this 
bill will do that. 

I refer to privacy arrangements. This bill will allow private sector as well as government agency access. I can 
understand government agencies having access, but if private sector agencies are to have access to the database, it is 
very important that we have good protocols around not only the privacy of that data, but also the ability to copy and 
use the data for commercial gains or even nefarious activities. I am sure that has been covered by the Department of 
Home Affairs and all the IT experts there. The bill states that an agency will have to get written approval from the 
Minister for Transport to gain access to that data. As I mentioned before, this is absolutely super-valuable information. 
A database that contains a massive number of people’s faces that can then be linked and matched to a lot of the data 
and information that it holds is highly powerful. I know that some people in the community would be concerned 
about that. I think that, provided we have proper controls around that data, the benefits probably outweigh the 
disadvantages. When thinking about the security of that data I was reminded of the witness protection plan, which 
I think would be the most important secure database that Western Australia could have. I cannot get the vision out of 
my head of that Western Australian who died many years ago in a hotel room in Queensland. He was found in the 
fetal position. He was on a witness protection program. The witness protection program was on a controlled database 
in the police department. There were protocols around who could access that data, and when investigators looked 
at the database, I understand that they found the names of a couple of people who had just searched the database. 
I do not know if anything happened out of that, and it was a fair while ago. The investigators could find which 
police officers or police admin staff had access to the database. I am assuming that we will have similar protocols 
for this database. I suggest that we will need a system whereby if someone accesses the database without approval, 
that information is relayed to two people, so that two people know that the data has been accessed by someone 
who should not have had access. I am sure that is way outside the technical side of the bill, but those are the sorts 
of controls that I hope people are thinking about, so that probably the most significant database we could possibly 
have in Australia is properly managed. 

One thing that was frustrating for me when I was the Minister for Science and Innovation was that if someone goes 
online to pay a bill to a Western Australian government agency, once they are in the system, they should be able 
to pay their other government agency bills, and if someone changes their address, it should automatically change 
their address for all the other instrumentalities and agencies. I remember when the ability to do these things online 
first came in. I was not in government. I think I needed to change my address. I went on the website, and it talked 
about all the little things. I was a bit new, and I thought that when I changed my address, it would automatically 
go through to all the other agencies. It did not; after I had changed my address with that agency, I had to click on each 
individual agency and repeat the process. This was probably about 15 years ago. I got unstuck; I did not renew my 
car licence because of that. But one of the benefits of this legislation is that once we have facial recognition in 
place on the state government portal, which can obviously be linked to the commonwealth portal, it will save 
Western Australian customers time and effort in paying bills and changing their details. Of course, we will have 
to make sure that a person is who they say they are. Again, we need protocols and controls to make sure that the 
person who is changing their address really is Bill Marmion, the member for Nedlands, and not someone pretending 
to be him. There are lots of complications around that, but I am sure they will be addressed. If they are addressed, 
this legislation will be essential, moving forward, for Western Australia and Australia. 

Another interesting thing to comment on is that this will also enable the retention of historical photographs and 
signatures. The explanatory memorandum advises that currently, after 10 years, photographs and signatures are 
destroyed. This bill will allow that data to be maintained. For the reasons stated, old closed-circuit television footage 
can be compared with photographs of people when they were younger, so it is probably useful from that point of 
view. The question then becomes how long do we keep that data and is there a cost to keeping it? 

In concluding my brief contribution, another issue that has come up is whether the database will be held by the 
department and located in Western Australia or whether it will be stored on a cloud server. That is sometimes an 
issue. I do not have a problem with storing data in the cloud, but I know that some agencies are nervous about 
doing that. The minister might comment on that. I do not know whether the Department of Transport’s information 
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is stored in the cloud, but I imagine that it probably is. With that brief contribution, the Liberal Party is very happy 
to agree to support the bill. 

MR Z.R.F. KIRKUP (Dawesville) [7.50 pm]: I, too, rise to speak to the Transport Legislation Amendment 
(Identity Matching Services) Bill 2020. I thank the members for Vasse, North West Central and Nedlands for their 
contributions, which were directed at the areas of concern they are particularly interested in. I have to say at the outset 
that I remain steadfastly concerned about any government and any government agency using facial recognition 
technology that might be brought about via what is proposed in these types of bills. I read the recommendations 
and concerns contained in the report of the Parliamentary Joint Committee on Intelligence and Security, chaired 
by the member for Canning, on the Identity-matching Services Bill 2018. I must say that I echo those concerns. 
I do not doubt the intent of what I imagine at the time was a Council of Australian Governments’ decision to pursue 
something that clearly will be a tool for, hopefully, a range of aspects to help keep citizens safe. However, I remain 
genuinely concerned about any government use of any private information—ever. I am not entirely certain that 
the government has the capability to do that particularly well. It does not do particularly well at establishing 
safeguards, protecting the information of its citizens or even utilising that information. When databases similar to 
this have been set up in other jurisdictions—it has yet to occur in Western Australia that I am aware of—time and 
again we have seen law enforcement use the information to oppress minorities or those who are voiceless. During 
this debate, I will cite examples of facial recognition technology having been used to track legitimate protesters. 
That is a massive concern from my perspective and from the perspective of individuals’ data rights. However, 
I hope the bill addresses some of the concerns I have. 
The member for Vasse comprehensively demonstrated the Liberal Party’s concerns and asked questions of the 
Minister for Transport and her team about privacy issues and the like. Those issues cannot go unaddressed. Perhaps 
data privacy is a generational issue, although the member for Nedlands is also acutely aware of it. It is rarely 
addressed by governments, particularly at the commonwealth level, unless the commonwealth government wants 
to look more closely at people’s data in a range of legislative options, as exercised by the current government. 
Provincial governments such as Western Australia have not seen this type of data sharing before in the manner 
that this bill seeks to achieve. The federal and state governments have now agreed that a nationally consistent 
approach is needed for what the feds call “identity-matching services”. That is an understandable pursuit for the 
national government because of the increasing overlap between various jurisdictions, particularly state and federal 
agencies, and for the better movement of people. It makes sense. This is not something we could have considered 
a number of years ago. 
The issue I have is that I do not think people realise just how invasive the government is with people’s data privacy. 
Not many western jurisdictions have cared much about the privacy of their citizens’ data. It has become an assumed 
right or responsibility for the government to access it, which is a concern for me. In this case, it is being done for 
some very earnest reasons. It makes sense to help identify people in the case of a natural disaster. That is a good 
thing. It is good to use data to help prevent terrorist attacks and improve intelligence services, but questions need 
to be asked. The Parliamentary Joint Committee on Intelligence and Security raised those concerns and, as a result, 
a number of recommendations that were needed and that it recommended that the federal government pursue were 
put in place. Together with the member for Vasse, during the consideration in detail stage, I will address the issues 
that were identified in the federal legislation and see whether that committee’s recommendations have been 
introduced here. I am concerned that Western Australia and its agencies, as good as they are at their job, are not 
particularly good at data privacy and security. I have a massive concern about their level of capability. We have seen 
the Department of the Premier and Cabinet subject to continuing international attacks and possibly attacks from 
domestic intruders who want to access that information. If central agencies collect a lot of information, they will 
be subject to more and more intrusion by online players. Where those people come from and what their motivations 
are is not for me to question here. The reality is that as governments collect the information, they will increasingly 
become targeted to ensure that the data collected can be used for nefarious means. 
Identity-matching services will be brought together and used in a nationally consistent approach. The minister’s 
second reading speech suggested that an officer in Tasmania might be able to access the details of someone from 
Western Australia—although I could be wrong. I am interested to know how that service will work and how secure 
it will be. Frankly, I worry about any government’s ability to secure itself against a coordinated attack. No government—
certainly no western government, no Australian government and no provincial government—pays as much for 
data analysts and security officers as any Silicon Valley operator. We know that. By virtue of the fact that those 
companies are paying more for those services, they are getting a certain calibre of individual. That is not the case 
for provincial governments. The issue of a digital radio communications network was raised previously. When we 
were at a briefing with the Minister for Transport’s staff from the Public Transport Authority, we asked about its 
information technology capabilities. The PTA is doing a good job; it does the best it can. The concern we had then 
was that some backdoors might be opened if that service was awarded to a particular provider. Those issues were 
flushed out and the government has moved on. The government IT workers are doing a great job, but we know of 
documented cases of foreign state actors with entire networks of individuals who are solely dedicated to the task 
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of breaking into government services—particularly western governments. In Western Australia, we have seen the 
Department of the Premier and Cabinet subject to increasing levels of virtual attack. That is an issue for not only 
this government, but also all parties who seek to sit on the Treasury bench. I am not particularly critical of the 
government at all or mounting a Liberal attack on Labor; that is just the reality of the environment that we are in. 
We are seeking here to have a nationally consistent framework for the information that is already stored, in this case 
by the Department of Transport, and the various other agencies that might use drivers’ licences or the WA Photo 
Card identification. The facial recognition information provided might be used by other government agencies. 
I have concerns about facial recognition. In the United States there is documented evidence about facial recognition 
continuing to provide false positives and false negatives for people of minority races, and particularly African and 
Asian Americans. The hit rate of a greater false positive is woefully inadequate. It continues to fail in the 
United States, particularly for the FBI, which runs a national database that continues to produce wrongful results. 

I am not certain whether that would happen in Australia; I do not know what it looks like, but the reality is that the 
algorithms used for facial recognition know no bounds or international borders. The algorithm that is used to 
triangulate the eyes, nose and mouth in the United States is likely going to be the same one that is used here in 
Australia, if that is what our intelligence agencies are going to use. I do not doubt the need for intelligence agencies 
to use that technology. I am concerned about the ability for governments internationally and in Australia—particularly 
state governments—to protect that data from a nefarious attack. 
I am concerned that facial recognition has already been deployed by Perth city council. One year ago, the City of Perth 
announced that it was going to start using facial recognition and tracking on its network of over 300 public-facing 
CCTV cameras, although at the time it said that no more than three cameras would be switched on. The entire purpose 
was to track a citizen. The citizen has no say in that; we have no say in that. If any of us walk down Hay Street Mall, 
a camera has the ability to track us. The City of Perth announced it would be a trial, which I understand was meant 
to end this financial year. I am interested to see what the City of Perth is going to do about that, given its current 
situation. At no point was anyone told about it. At no point is there any signage or opportunity for a citizen—myself 
or yourself, Acting Speaker—to opt out of the procedure or simply even turn around because we do not know what 
cameras are being used or whether we are going into an area that is monitored. Although I understand governments 
may have a legitimate and decent intent for the capacity for facial recognition, it can absolutely be misused. We 
have seen that internationally. I am thinking of the Freddie Gray protests and the Baltimore police department. The 
police ran social media photos through its own database to reverse-match the protesters to see who was there. Any 
agency has the capacity to do that if it has the opportunity to access a driver’s licence photo or a police mugshot. 
I am massively concerned about how relevant the photos might be. I do not know about other members in this place, 
but my driver’s licence photo was taken five or six years ago; I do not know when it was taken—some time ago—
and it looks completely different. 
Mr T.J. Healy: A good-looking one! 
Mr Z.R.F. KIRKUP: That might be the case, member for Southern River, but I have garnered much more grey 
hair since I have been elected to this place. 
Several members interjected. 
Mr Z.R.F. KIRKUP: The more serious point I raise — 
Several members interjected. 
Mr Z.R.F. KIRKUP: I am not like some former members of this place who — 
Mr D.R. Michael: I know who you’re talking about! 
Mr Z.R.F. KIRKUP: Indeed, member for Balcatta. 
The concern I have is that photos that might be used in a database by law enforcement agencies may be very old. 
We want to make sure a strict regime is in place to ensure robust safeguards for any positive matches. 
The Electronic Frontier Foundation, an international organisation set up to try to ensure there is better privacy and 
data security for citizens, suggests making sure there are better means for accountability when these services are 
deployed, including having some human involvement to ensure there are not false positives or false negatives, and 
making sure there is not an overdependence on this technology for law enforcement. The concern I have is not 
necessarily about the Western Australian jurisdiction; it is that this technology can enable the exploitation of citizens’ 
information and data. The sharing of data opens more opportunity for and vulnerability to exploitation. The member 
for Nedlands talked about the cloud and, undoubtedly, any identity-matching service will be shared by the cloud 
because there is no other way to do it. That immediately leaves data open to other vulnerabilities. 
The Parliamentary Joint Committee on Intelligence and Security, which was chaired by a member of the federal 
government, provided a number of key recommendations to the federal government. We should be acutely aware 
of those recommendations as we continue to progress this bill. I quote the recommendation that sticks out — 
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The Committee recommends that the Identity-matching Services Bill 2019 be re-drafted taking into 
account the following principles: 

• the regime should be built around privacy, transparency and subject to robust safeguards, 
• the regime should be subject to Parliamentary oversight and reasonable, proportionate and 

transparent functionality, 
• the regime should be one that requires annual reporting on the use of the identity-matching 

services, and 
• the primary legislation should specifically require that there is a Participation Agreement that 

sets out the obligations of all parties participating in the identity-matching services in detail. 
These are genuine concerns raised by the joint committee and I agree with them. If this data is shared more actively 
and accessed more regularly, is there going to be reporting on it? If the database is breached or, as part of any 
transaction, we find that a Western Australian citizen’s data has been misused by a Tasmanian agency, for example, 
will the Parliament or the people of Western Australia be told about it? I do not know. It does not seem to me that 
it is part of this legislation. That is a concern. What is the level of parliamentary oversight for the exchange of this 
information? Again, I do not know. We can ask questions in here but sometimes when we ask questions of 
ministers they do not respond. Not this Minister for Transport, but other ministers — 

Ms R. Saffioti: Thank you. 

Mr Z.R.F. KIRKUP: I do not imagine this will be subject to freedom-of-information provisions. From my 
perspective, I understand it will cover personal information, possibly commercially sensitive information, issues 
about federal and state relations, and possibly security. There is no way to apply the FOI procedure to this information 
if something goes wrong or ask about what happened. Is the minister, the Premier or any agency responsible for 
informing Parliament if there is a breach? If so, I do not see it in the legislation. Some of these concerns were raised 
by the federal Parliament’s joint committee. I think these issues would be better addressed by a nationally consistent 
approach. I realise that the state is proceeding with the intent set down in the national agreement, the merits of 
which I do not disagree with at all. I think they are really good. The member for North West Central raised the 
point about disaster services. That makes a lot of sense and I think it would be a really important tool, but we need 
to make sure there are appropriate safeguards in place and that the data is used and protected in the best possible 
way. If there are breaches, we must be told about them to provide better accountability and transparency. These 
are my concerns. 

I will leave members on one last note, because I am certain this is particularly enthralling at this late stage of the 
evening. On 5 August 2019, the Attorney General and the Minister for Innovation and ICT announced that a privacy 
commissioner would be put in place with, I quote the media release — 

A citizen-centric approach to determine how the information gathered by the public sector is collected, 
used, stored and managed 

I applaud the Attorney General for this work. I think it is a good thing. We are one of only two jurisdictions in 
Australia without a dedicated privacy commissioner or privacy framework. The consultation process ended in 
November last year. I appreciate everything that has happened since then, so I am not casting any aspersions on 
why there have been delays, but I hope that the privacy commissioner could have greater oversight of this issue. 
It strays from the portfolio for which the Minister for Transport is directly responsible, but of course she sits in 
cabinet. A privacy commissioner could look at some of the issues that might come about with any potential misuse 
of this information that we are seeking to store, collect and share amongst other agencies. 

The Liberal Party supports this legislation and I am not seeking to talk down this bill directly; it is much more about 
the concept of data sharing, data collection by governments and how data is used, often in other jurisdictions. I am 
looking at jurisdictions in the United States that are far ahead of Australia, although the Australian Human Rights 
Commission suggests that Australia is adopting nationally, to quote a piece from The Conversation, a “more draconian” 
approach than that of the United Kingdom. The reality is that the intent of governments in Australia—Liberal or 
Labor—is to do the right thing by the citizen. In other jurisdictions, we have seen that that has not been the case 
and data that is collected—we are seeking to collect similar data—can be used against the citizen. That is not what 
I think will happen in Australia or Western Australia, but it leaves some vulnerabilities. All citizens should have 
the confidence that their privacy is being safeguarded. The minister has included some privacy protections in the 
legislation, including enshrined penalties, which is a good thing. But my concerns go beyond that to the reporting, 
and ensuring that the systems we use are as best protected and secured as possible. With that, I commend the bill 
to the house.  

MS R. SAFFIOTI (West Swan — Minister for Transport) [8.09 pm] — in reply: I thank the opposition for its 
support of the Transport Legislation Amendment (Identity Matching Services) Bill 2020 and its contribution this 
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evening. It appears we will go into the consideration in detail stage and go through many of the questions raised 
during the second reading debate. I will try to pick up some of the key questions now. 

Member for Dawesville, the system is designed to prevent access for identification from mass surveillance and 
requires significant criteria to be met. The data will be in the data centre, which uses the cloud and complies with 
the high standards recommended by the Australian Signals Directorate, with some of the safety or security 
measures the member for Nedlands outlined. 

The member for North West Central talked about private sector organisations. The process is subject to a binding 
participation agreement with WA. Certain private sector organisations may seek access to the document verification 
system and facial verification system to provide yes/no verifications. Examples include organisations under the 
“know your customer” duty; anti–money laundering and counterterrorism finance legislation; banks and telcos, 
with a reasonable need to use government identifiers to verify identity; and, screening staff in sensitive responsible 
positions, such as chief finance officers or chief information officers. There will be very strict requirements for 
potential private sector access, but there will be no private sector access to facial images. They will be required for 
a yes/no verification. 

This legislation is part of a national scheme, as has been outlined. The member for North West Central talked about 
bushfire disaster recovery and so forth and the ability to have a replacement for identification as soon as practicable. 
This is important legislation, but this type of legislation will always raise concerns about privacy and misuse, 
which is fair enough. I think we have put all the safeguards in place to make people comfortable with what we are 
proposing. I thank the lead speaker, the member for Vasse, and other members for their contribution. We will go 
through some of their more detailed questions in the consideration in detail stage. 
Question put and passed. 
Bill read a second time. 
Leave denied to proceed forthwith to third reading. 

Consideration in Detail 
Clause 1 put and passed. 
Clause 2: Commencement — 
Ms L. METTAM: What is the minister’s understanding of when the commonwealth legislation will be in force? 
Obviously, this bill relates to that legislation. 
Ms R. SAFFIOTI: The bill is due to be introduced in the spring sitting. We expect it to go through federal Parliament 
in the next six to 12 months. 
Ms L. METTAM: I asked some questions via the minister’s office about why Victoria and New South Wales 
need the federal legislation in place before their state legislation is in place and why WA does not. This was only 
partly answered. Given that this bill relates specifically to commonwealth legislation and its safeguards and, as 
referred to in my contribution to the second reading debate, that the Parliamentary Joint Committee on Intelligence 
and Security is making some changes to that federal bill, I seek some clarity about why this bill is being introduced 
in Western Australia ahead of that. Other states have made a different decision, but some significant privacy issues 
have already been flagged. 
Ms R. SAFFIOTI: Our advice from the commonwealth was that there was no need to wait for the commonwealth 
legislation. It was a policy or political decision to wait for the commonwealth. We took the view that we wanted 
to be as proactive as we could, working with the commonwealth government on this as part of the Council of 
Australian Governments’ agreement and decision. We also believe that by the time our systems and processes are 
in place, it will be timed well with the commonwealth legislation. 
Ms L. METTAM: I understand that the commencement and introduction of this proposed legislation requires a data 
cleansing process. Can the minister outline what that involves, the time frame for that process and how or when 
these laws will come into effect, given that process? 
Ms R. SAFFIOTI: We would like to have the data cleansing and the data ready for upload by the end of this year. 
Mr W.R. MARMION: Clause 2(b) states that the rest of act will come into operation on a day fixed by proclamation. 
Presumably, a prerequisite for that is the commonwealth bill. Are there also regulations, and do the regulations, 
both state and commonwealth, have to be in place before the rest of the act comes into play? 
Ms R. SAFFIOTI: Yes; we are waiting for the commonwealth legislation. We understand that there will be no 
commonwealth regulations. State regulations will be required, and we will also have to develop the appropriate systems. 



Extract from Hansard 
[ASSEMBLY — Tuesday, 16 June 2020] 

 p3669a-3685a 
Ms Libby Mettam; Mr Vincent Catania; Mr Bill Marmion; Mr Zak Kirkup; Ms Rita Saffioti 

 [10] 

Mr W.R. MARMION: Will the regulations be in place before clause 2(b) is proclaimed? Will any bits come on 
later? Basically, clause 2(b) states that the rest of the act will come into play. I assume that all the regulations will 
be in place. 
Ms R. SAFFIOTI: Yes, the regulations and proclamation will be done together and they will be introduced at the 
same time. 
Ms L. METTAM: Will this legislation be subject to the Standing Committee on Uniform Legislation and 
Statutes Review? 
Ms R. SAFFIOTI: Yes.  
Mr Z.R.F. KIRKUP: If the federal legislation is significantly amended, or is significantly different from the 
Western Australian legislation, what will be the process? A committee report provided a number of recommendations; 
one urged the federal government to redraft the legislation. If the end product from the commonwealth is 
substantively different from what we have before us, where will that leave this bill? What would occur? 
Ms R. SAFFIOTI: I have a couple of things to say. First of all, the commonwealth is subject to the same 
intergovernmental agreement, so we would expect the commonwealth to pass its legislation. If it changed 
dramatically, we may choose, or not choose, to send a particular piece of information across jurisdictions but the 
legislation would still be useful for Western Australia in how we use that information across the state and between 
relevant agencies. 

Mr Z.R.F. KIRKUP: Thank you very much, minister. I appreciate the response. This is probably one of the first 
times—I could be wrong; I am not a particularly experienced member of this place—the states have finalised their 
legislation prior to the commonwealth. Given how controversial the identity matching services bills are, what 
would happen if the Western Australian bill required amendment? The Western Australian bill will at least enable 
Western Australian agencies to operate in a more effective manner. What happens if there is a drastic change? 
Does the minister anticipate she will have to come back to us at some point, in what would be a new Parliament, 
to make further amendments? 
Ms R. SAFFIOTI: We are very efficient. The answer is that someone has to go first. We were keen to proceed 
with this. The agreement was signed in 2017, so I would not say it was speedy. From our perspective, we see this 
as a good reform that will serve the community well in the future. These things are always prone to political cycles 
and political posturing. 
Mr Z.R.F. Kirkup interjected. 
Ms R. SAFFIOTI: No; I am just saying as in the timing of this type of legislation. Sometimes people put them off 
because of elections and so forth. We thought we would be efficient and effective and proceed with our commitments 
in the intergovernmental agreement. I thank my staff here for being so efficient and effective in their jobs. 
Mr Z.R.F. KIRKUP: I appreciate the response. This is my last question on this clause, member for Vasse. This 
bill will help provide Western Australian agencies with the capability to pull together a range of different datasets 
that the government will prepare to send across as part of the national solution—which I think is a terrible name—
when we come to that point. I suppose the minister is suggesting that after all that work has been done, this bill 
will not be wasted from the state’s perspective. It means that whatever we send across might ultimately change. The 
minister said in an earlier response that it will take the remainder of the year-ish to get this together. The federal 
government is going to introduce its bill in the spring session. It does seem to be quite a controversial piece of 
legislation. From my perspective, from the commencement of the original question, the agencies will get this together, 
start using it within Western Australia and hold it there in preparation—is that right? Ultimately, whatever happens 
with the feds, if it is consistent with Western Australia’s approach, we will send it over; if it is not, we will have 
to come back at some point and seek amendments or change it through regulations—is that right? 
Ms R. SAFFIOTI: That is a fair description of the state of play. 
Clause put and passed. 
Clause 3 put and passed. 
Clause 4: Section 4 amended — 
Ms L. METTAM: Clause 4 refers to the definitions of “photograph” and “signature”. Can I get some clarity about 
how photographs are kept and what assurances are given about their privacy and the safeguards? I appreciate that 
I pointed to it in my second reading contribution, but can I get some clarity on that? 
Ms R. SAFFIOTI: The photos are kept on a server in Western Australia. I understand that we would respond to 
a query sent from the commonwealth. We would not be sending all the information over. I understand the member 
for Dawesville’s issues about cybersecurity. I will not say I am an expert on all things cybersecurity or IT — 
Mr P. Papalia interjected. 
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Ms R. SAFFIOTI: It is like The Muppets, seeing those two. Those old guys are the muppets! 
Mr B.S. Wyatt interjected. 
Ms R. SAFFIOTI: It is quite funny. 
Mr P. Papalia: It is offensive! 
Ms R. SAFFIOTI: It was a compliment! 
We already have systems in place to protect the integrity of our photo database with how we manage our photos and 
our licences in our licensing centres. I was told in a briefing that some other states do not have that level of protection 
about where they keep their photos, but we do it to make sure that they are not able to be stolen in any way. 
Ms L. METTAM: As I flagged in my second reading contribution, and I think the member for Dawesville covered 
this as well, a lot of work that was undertaken in August 2019 flagged some privacy legislation for Western Australia. 
Given these issues had previously been raised, what assurances are there that people’s identity, whether by photograph 
or signature, will have the appropriate safeguards in place and that this image database will be protected?  
Ms R. SAFFIOTI: Specific provisions and safeguards will be used to access this information. Penalties and strong 
mechanisms are already in place to prevent the misuse of access to information. Guidelines and protocols will be 
put in place around accessing this information, and we also have privacy arrangements with the commonwealth. 
Mr Z.R.F. KIRKUP: I appreciate the minister’s response to the member for Vasse’s question about the systems 
used for the storage of photographs. Does the minister have the ability to inform us if there any people in 
Western Australia at the moment who do not have a photograph on their licence; and, if so, how many people? 

Ms R. SAFFIOTI: I think that all people have a photograph on their licence, but perhaps I should not have said 
that in case I am wrong. We will get further information on that. 
Mr B.S. Wyatt interjected. 
Ms R. SAFFIOTI: That could be it and I might not be across it. 
Several members interjected. 
Ms R. SAFFIOTI: We understand that a licence cannot be issued without a photo, although my mother had one 
without a photo. 
Mr Z.R.F. KIRKUP: I appreciate the interjections from — 
Mr B.S. Wyatt: The peanut gallery. 
Mr Z.R.F. KIRKUP: No, I was going to say the young men on the treasury bench. I appreciate that the minister 
might come back with the numbers of people who do not have a photograph on their driver’s licence. I am curious 
because we are going to be sharing this information predicated on the fact that people have had these photos taken. 
For argument’s sake, how often is it required to renew those photographs? We are providing security agencies and 
others with up-to-date information and photographs of people that might then be used for facial recognition. 
The ACTING SPEAKER (Ms S.E. Winton): It is taken every five years, I believe. 
Mr Z.R.F. KIRKUP: Thank you, Madam Acting Speaker—the great Department of Transport adviser that you 
are. I cannot get my licence out the back of my phone case, which is usually where I keep it. My photo is quite old 
now. It is not a high-definition photo, but it is particularly — 
Ms R. Saffioti: That is a good haircut. 
Mr Z.R.F. KIRKUP: They had good haircuts back then, but apparently it is not as good as the member for Victoria 
Park’s at the moment. 
Mr B.S. Wyatt interjected. 
Mr Z.R.F. KIRKUP: Well, we can take the boy out of Midland. How often is this photograph refreshed? We are 
sharing up-to-date information with other agencies, so if the photo is old or there is no photo, what does that mean? 
How many people will not be able to share their information? I cannot remember from which agencies the minister’s 
advisers come, but can they advise if there is any difficulty with taking photographs of people? Would it be 
a problem for a regional office or an office in the Kimberley to take photos for drivers’ licences and things like that? 
Ms R. SAFFIOTI: The photos are taken every 10 years, which is more often than many of our campaign photos. 
Mr B.S. Wyatt interjected.  
Ms R. SAFFIOTI: It should be a requirement to have our campaign photos taken more often. The requirement is 
that the licence photo be renewed every 10 years. We have good systems in place and a lot of mobile service teams, 
particularly in the Kimberley and Pilbara, that head out to Aboriginal communities and provide those services. 
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The Department of Transport provides a good mobile service throughout regional WA and we have no difficulties. 
As part of a team, I remember visiting Kalgoorlie and taking 14 hours to drive out to Tjuntjuntjara. The teams make 
a big effort to regularly visit many of the Aboriginal communities. 
Mr Z.R.F. KIRKUP: Why is the signature a record that is required to be shared? I remember having to sign my 
licence about 10 years ago. 
Ms R. Saffioti: The licence is renewed every five years. 
Mr Z.R.F. KIRKUP: The licence is renewed every five years and the photograph every ten years. It would have 
been some time ago when I signed the licence. It is a very small signature block. How does that provide any 
beneficial information to other agencies? 
Ms R. SAFFIOTI: The police have requested it for fraud purposes. 

Clause put and passed. 
Clause 5 put and passed. 
Clause 6: Sections 16B and 16C inserted — 
Ms L. METTAM: I also flagged with the minister’s office this question about the parliamentary oversight process, 
the disclosure of information with consent by means of the automated system, and, more generally and throughout 
the bill, the sharing of information. I seek some clarification. The office’s response pointed to the parliamentary 
oversight that exists in the Road Traffic (Administration) Act, and some commonwealth oversight over what is being 
proposed with the Transport Legislation Amendment (Identity Matching Services) Bill 2020. The state is consenting 
to the sharing of information, so what specific mechanisms have been put in place to track the Western Australian 
information that is shared? 

Ms R. SAFFIOTI: I will provide a summary because my notes on the disclosure of information are quite 
comprehensive. I have been advised that we will create systems to allow people to provide consent. I can provide 
a lot of information on this, but is there a particular issue that the member wants to get further advice on? I have 
quite a bit to read out, but I would prefer to talk to a particular question that the member might have. 
Ms L. METTAM: In relation to annual reporting, what sort of tracking and oversight will there be at the state 
level of the information that is shared? 
Ms R. SAFFIOTI: Any release of information to the commonwealth will be reported by the Minister for Home Affairs 
on an annual basis. Any internal use of records would not naturally be reported across agencies, as is currently the 
case and will remain the case. 
Mr V.A. CATANIA: If a local government has contracted out its parking services, and someone refuses to pay a fine 
and the local government needs to track that person down, will it need to make a submission to the Department of 
Transport to enable it to identify that person; and, if so, will that local government have the ability to pass on that 
information to a private organisation such as Wilson Parking Australia? Can the minister explain how that scenario 
would work and whether local governments would be able to access information if they have contracted out their car 
parking services? 
Ms R. SAFFIOTI: I think this is slightly outside the legislation, but I understand that we already have agreements 
with local governments that they can access our databases for parking infringements. In relation to third parties—
Wilson is one that comes to mind—apparently Wilson took us to the Supreme Court to get access to that information. 
Ms L. METTAM: In relation to the minister’s last response about oversight of the sharing of information, the 
minister stated that there will be regular reporting at the federal level by the Department of Home Affairs. Can 
I then assume that information from Western Australia will not be shared by the Department of Transport until the 
commonwealth legislation has been introduced, and that, until that time, the sharing of information will be only with 
other state agencies? Can the minister spell out how that will work on the ground and how this bill will be effective 
without the introduction of the federal bill? 
Ms R. SAFFIOTI: This legislation will allow us to send information to the central hub. The commonwealth 
legislation will allow that information to be shared with other states and jurisdictions. 
Ms L. METTAM: In the interim, following the introduction of this legislation, and while we are awaiting the 
introduction of the commonwealth legislation, can I assume that no Western Australian identity data or information 
will be shared? I seek some clarity on that. 
Ms R. SAFFIOTI: Hopefully, some tests will be undertaken. It will not be in a live environment. It will be basically 
just a test environment to see how we can securely transfer information from the state to the national hub. 
Mr W.R. MARMION: I refer to proposed section 16C, “Disclosure by means of automated system”. Proposed 
subsection (3) states that the automated system may allow relevant persons to retrieve data in the system and to be sent 
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alerts about data that has been modified or added to the system. Does the bill provide a definition of “relevant person”? 
There are a number of stakeholders. Is the relevant person who may retrieve data or be sent an alert the person who is 
managing the database, the person to whom the data pertains, or the chief executive officer who is overseeing the data? 
Ms R. SAFFIOTI: The description of “relevant person” will be laid out in the regulations. I have an example in 
my notes. This will allow an employer to be provided with regular automatic updates of the status of an employee’s 
driver’s licence, with the employee’s consent. A customer may also consent for their local council, various 
government departments or utility providers to be notified when the customer updates their address or phone 
number with the Department of Transport. That would be an example under this clause. 
Mr W.R. MARMION: The database could include a number of different types of people. In the employee example, 
if a person committed a driving offence, the employer would be notified, with the consent of the employee. If the 
person’s data were changed, such as their middle name, their address or their telephone number, would they get 
an alert? Could the system be set up for that? If that were me, I might not want them to know. I would be interested 
to know whether the system could be set up to provide that extra safeguard for the individual. 
Ms R. SAFFIOTI: Just to run through another example, if my information changes, people have to inform the 
Department of Transport that their information has changed, and the person to whom that information is then 
communicated is defined as the relevant person. The person who has made that change, say by inserting their middle 
name or changing their phone number, would have to initiate the change at the Department of Transport. It is then about 
how that is relayed and who is the relevant person in that transfer of information. That will be spelt out in the regulations. 
Mr W.R. MARMION: I guess it is about value-adding. A bank has to send someone an alert when they have paid 
a bill for over a certain amount of money or something has changed. Just keeping it to the example of the employer 
and employee that the minister gave, the employer could get a notification, but the employee could be courtesy copied 
and be told that their employer has been notified that they have just gone over 12 demerit points or something. 
Is that being considered? I realise these are regulations. 
Ms R. SAFFIOTI: That is not really anticipated in this clause. 

Mr Z.R.F. KIRKUP: I refer to the point the member for Vasse raised about possible breaches of the database. 
The federal government would provide an update that there have been some breaches as part of its annual reporting 
process. The minister will be the ultimate custodian of a regime that will harvest Western Australian citizens’ data 
as part of a system that will go across jurisdictions. Is the minister comfortable that she will not know of any breach 
until information about it is tabled in Parliament and that she does not have a responsibility to tell Parliament? 

Ms R. SAFFIOTI: I have been told that I would be advised of any breach of WA data. The other point to note is 
that we are already custodians of significant information and data. This legislation really makes sure that someone 
is the person they say they are, and that the photo on their driver’s licence or ID matches them. Fundamentally, that 
is why I am very comfortable with this legislation. There is already an enormous amount of data, and we are already 
custodians of an enormous amount of information about people. This legislation really just makes sure that someone 
cannot steal my identification as readily as could be the case without this legislation. I think it is important. We 
have seen many cases of people having their identity stolen and the process of them trying to get their identities 
back is sometimes a very complicated and drawn-out saga. This legislation really just tries to make sure that we 
have the right security and information matches to ensure that someone is who they say they are. 

Mr Z.R.F. KIRKUP: I thank the minister for the response. I appreciate the minister’s thoughts and reflections on 
the bill. I entirely get that the Western Australian government already collects an awfully large amount of information 
on citizens. The member for Nedlands was a minister in the cabinet when two properties were sold in foreign 
transactions to people with assumed identities, and the former government put in place protections to stop it 
occurring on, I think, property titles, which would be done by Lands now. 

The minister may not feel the need to respond to this, but the only concern I have is that I can imagine the first breach. 
I do not doubt the intent, but the second reading speech makes clear that there will be possible access by other agencies 
in other jurisdictions. We have seen in Corruption and Crime Commission report after Corruption and Crime 
Commission report that public sector agencies can be infiltrated. We have seen that happen from time to time in 
WA police, for example, with officers having been found to have misused the computer systems. Ultimately, if 
the minister responsible is informed, it gives me some comfort, but the minister is a very astute individual who is 
very experienced in politics, and she could imagine what would happen for the state minister the first time there was 
a breach. The second reading speech gave the example of someone in a Tasmanian agency infiltrating the system 
when they should not have. We have agreed for our data to be accessed by Tasmania in a nationally consistent 
approach. The Western Australian minister would have to be responsible for that, and, through no fault of their 
own, but because we do not have a reporting mechanism here, we would not know about it and it would come out 
somehow. The minister will have to be held accountable for that. Why is there no need for a more robust reporting 
system? Under the Westminster system, the minister will ultimately be held accountable, but it is of course not the 
minister’s doing. An infiltration has possibly occurred from another state or territory, or maybe there is an overseas 
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attack from an external threat. Ultimately, as we have heard through questions from the member for Vasse, the 
reporting will come out likely through the feds. Maybe the information will be generic. The minister will find 
out as well. What happens then? The minister at the time will have to be held accountable for that through no 
fault of their own. Does the minister not think there should be more robust reporting mechanisms put in place in 
Western Australia so that the minister can see things off before they become an issue, because the feds have put 
them out there and everyone has responded to the issues in the reports that identify breaches of data? 

Ms R. SAFFIOTI: I am referring to the Intergovernmental Agreement on Identity Matching Services signed in 2017. 
A lot has changed since then. The then Prime Minister was Malcolm Turnbull. How many Premiers from 2017 are 
still in power? 

Mr Z.R.F. Kirkup: Since 2017? 

Ms R. SAFFIOTI: Yes. There was Hodgman in Tasmania, who is no longer there. Weatherill is not there. There 
was Turnbull. Is Mark McGowan still there? Annastacia Palaszczuk is still there, Daniel Andrews is still there and 
so is Berejiklian. 

Now I have just lost my place. Part 9.17 of the agreement states — 

The Commonwealth will notify any other affected party of any unauthorised disclosure of the party’s 
identity information via the interoperability Hub or the National Driver Licence Facial Recognition Solution. 

Mr Z.R.F. KIRKUP: I appreciate that; that is really good. When there is that notification, does the minister 
appreciate that times have moved on since the 2017 agreement, as she has demonstrated? Through the processes and 
systems in place, the agency becomes advised that there has been a breach. Will each agency in Western Australia 
have to come up with its own protocol about what it does with that? 

Ms R. SAFFIOTI: We are all required to have our protocols, and they will be developed. I suspect we will be 
outlining how we communicate such breaches. 

Mr Z.R.F. KIRKUP: This is my final question on this clause, member for Vasse. Does the minister imagine that 
there will be regular and timely reporting of any breaches for her agencies?  

Ms R. SAFFIOTI: We would expect to have protocols that we would report if there were any such breaches. 
Clause put and passed. 
Clauses 7 to 11 put and passed. 
Clause 12: Part 2 Division 3A replaced — 
Mr W.R. MARMION: I refer to proposed section 11D on page 8, “Disclosure of identifying information with 
consent”. Would this proposed section enable the state government portal to work more efficiently by people giving 
consent so that the information can be passed around all the different agencies? 
Ms R. SAFFIOTI: Proposed section 11D would allow the CEO to disclose identifying information with the consent 
of the person to whom it relates. The provision would give effect to objective 4. As has been described to me, it would 
allow a person to give consent for their identifying information to be shared with other agencies—for example, 
a skipper’s ticket or a firearms licence. 
Mr W.R. MARMION: I thank the minister for the answer. I move on to page 10, proposed section 11F, 
“Disclosure of photographs to executor or administrator”. I have read this three or four times to try to work out what 
it means and why we would need to do that. Could the minister explain what proposed section 11F is about? It 
was not very clear in the explanatory memorandum. 
The DEPUTY SPEAKER: Would you like a tissue, minister? 
Ms R. SAFFIOTI: Thank you. 
A member: Would you like a face mask? 
Ms R. SAFFIOTI: Yes, I know. I am sorry, I think I freaked everybody out. Everyone is running out! 
The DEPUTY SPEAKER: A hazmat suit, I was thinking! 
Ms R. SAFFIOTI: Yes! This proposed section is very similar to an existing provision, and it exists for an extreme 
situation. The case has been put to me that if a person died and the executor did not have a photo of the deceased 
person, at the time, the Department of Transport could not release their driver’s licence photo because there was 
no allowance for that. This allowance was brought in—I will just get my people nodding—and this replicates that 
existing provision. 
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Mr W.R. MARMION: Just on that, if the executor did have a photo but it was an old one and they still wanted 
a photo, could they apply for it? I presume it would still be at the discretion of the CEO whether that could be 
released, or would it automatically be released if the person has died? 
Ms R. SAFFIOTI: Yes, that is correct. 
MS L. METTAM: Just on the general clause and information management, I would like to understand how this 
proposed legislation fits in with the privacy controls that we have talked about. I have pointed to what was flagged 
as proposed privacy legislation. Obviously, information management raises some issues around privacy. I would 
also like to know how this legislation will interact with the privacy controls that the government already has in 
place, and the safeguards as well, which have been flagged. 
Ms R. SAFFIOTI: Public sector guidelines on privacy already exist in a policy frameworks and standards 
document that is issued by the Public Sector Commission and in a Public Sector Commissioner’s circular. The last 
review date was in late December. That regulates information sharing and access to information. 
Ms L. METTAM: The participation agreements have been pointed out, and I guess they are a big part of what has 
been proposed in each state and in the commonwealth legislation. In the correspondence that I have received from 
the minister’s office, it has also been flagged that there are additional controls around the hosting agreement itself, 
and that the Department of Transport could potentially withdraw from a hosting agreement, as it states, at any time 
that it sees fit, and that it will not be held to any terms. That is on the hosting agreement itself. What would be an 
example of the withdrawal of a hosting agreement? I will ask some other questions after that. 
Ms R. SAFFIOTI: It gives flexibility or allows the state to turn off that data flow—the participation in that 
agreement—if we are not satisfied with how that jurisdiction is following its protocols or its use of the information. 
Ms L. METTAM: Would that be with the commonwealth jurisdiction or with any jurisdiction? 
Ms R. SAFFIOTI: I refer to the intergovernmental agreement again. Part 9.15 states — 

If there are concerns about an Entity’s compliance with privacy and security safeguards: 
(a) the Commonwealth, as the operator of the interoperability Hub, will comply with a direction 

from a state or territory: to not facilitate; to modify; to suspend; or to terminate an 
Entity’s access to the state or territory’s data via the Identity Matching Services, and 

(b) the Commonwealth may exercise its discretion: to not facilitate; to modify; to suspend; or 
to terminate the sharing of information between Entities via the Identity Matching Services.  

Ms L. METTAM: Perhaps this question would have been better asked at the commencement stage, but can the 
minister clarify when the hosting agreement and the participation agreement will be entered into with the federal 
government? Will that occur after the commonwealth legislation is introduced? 

Ms R. SAFFIOTI: The member for Vasse is correct; it will be entered into once the commonwealth legislation 
and our legislation is in place. 

Ms L. METTAM: Will the minister wait for the commonwealth and the other jurisdictions to pass their legislation? 

Ms R. SAFFIOTI: As I understand it—I am happy for people to nod as I speak—we will have an agreement with 
the commonwealth government, but if another state does not have its legislation in place, that state and its entities 
will not have access to our information. That is how it would operate. 

Mr Z.R.F. KIRKUP: I have a couple of questions about why it is considered necessary for photos from learners’ 
permits to be provided as part of this scheme. There are some concerns about the provisions under proposed 
section 11H, “Photographs and signatures: possession and reproduction”. Penalties will be put in place for the misuse 
of the information obtained from a learner’s permit, which, I imagine, includes a person’s photograph. Why is it 
necessary for the state to include information from a learner’s permit as part of this scheme? That will include people 
who are quite young. It does not provide assumed consent or even ensure that they will be aware of what will 
happen with the information. Why was it considered important for the government to provide — 

Mr V.A. Catania interjected. 

Mr Z.R.F. KIRKUP: Given that the member represents a more regional district than my electorate, I imagine that 
15-year-olds could apply for an extraordinary licence to drive on a farm. Is that right? 

Mr V.A. Catania: It is 16. 

Mr Z.R.F. KIRKUP: In that case, my apologies. 

Mr V.A. Catania interjected. 
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Mr Z.R.F. KIRKUP: A 16-year-old’s information will be passed on. Why is it important for the government to 
collect and share that information? 

Ms R. SAFFIOTI: It is for simplicity and consistency so that we have the same approach for all types of licences. 
As has been pointed out, other states have different learners’ and drivers’ licences. It is to try to create a more 
simplistic and consistent approach to using similar documents across Australia. 

Mr Z.R.F. KIRKUP: Obviously, the minister appreciates the concern about a minor’s information being collected 
and their photographs being used, and that could be accessed by anyone in Australia who is part of the solution 
proposed here. I appreciate that it is for simplicity, but it is an extraordinary step to use children’s photos and for their 
information to be shared and possibly accessed by agencies across the country. I appreciate the need for simplicity, 
but where is the protection of the rights of the child? 

Ms R. SAFFIOTI: This is a government system that has many safeguards and protocols inherent in it. I do not 
want to diminish what the member is saying, but we live in the day and age of Facebook, Instagram and other 
social media. I found the discussion quite interesting when people talked about the COVID app — 

Mr V.A. Catania interjected. 

Ms R. SAFFIOTI: Yes, and where they had been and where they had checked into. The member has raised 
a legitimate issue, but I put my child’s face on Facebook — 

Mr R.R. Whitby: And TikTok and Instagram. 

Ms R. SAFFIOTI: Yes. I am not trivialising the matter. The member raises a legitimate concern, but, ultimately, 
we have to trust the systems and protocols that will be put in place to make sure that the information will be used 
properly and will not be abused. 

Mr Z.R.F. KIRKUP: For the record, I trust the Western Australian government. As a resident of Western Australia, 
I trust the Western Australian government to do the right thing. The concern I have is whether any Western Australian 
parent would be comfortable with their son’s or daughter’s information being accessed by a Tasmanian agency, which 
it could be, especially if the facial recognition algorithm produces the child’s photo in a range of potential suspects 
or positives for whatever circumstance it might be. It might come up. As was referred to in the minister’s second 
reading speech, a Tasmanian agency seeking to enforce a measure could access the data of Western Australian 
children. I do not doubt for a second that Western Australian parents trust the Western Australian government. 
Whether they trust the government of another jurisdiction is a wholly different question. I appreciate that measures 
will be put in place and that this legislation reflects the COAG agreement. I just highlight my concerns about the 
issues that might come up if parents knew that their children’s information, which was provided in Western Australia, 
could be accessed in other jurisdictions such as Tasmania or the Northern Territory. 

Ms R. SAFFIOTI: Again, I take the member’s comments on board. He seems to distrust interstate governments. 
Maybe we need to keep the borders up for a bit longer! The member seems to be very suspicious about other states. 
I understand his concerns. Maybe if we keep the borders up, this will not be an issue! 

Strong protocols and safeguards will be put in place. This information will have the highest security of any 
information that is shared throughout the nation or internationally. 

Mr V.A. CATANIA: I hope I am asking this question at the right point in the legislation. For people who do not 
have a licence or any other form of identification, there was an 18-plus card — 

Mr Z.R.F. Kirkup: A WA Photo Card. 

Mr V.A. CATANIA: Will that be part of this system? It is a card with a photo but without a signature. Will a new 
card come out or will that card be part of the new system? Perhaps the card to use on Transperth that schools 
often have — 

Mr Z.R.F. Kirkup: A SmartRider. 

Mr V.A. CATANIA: Yes, one of those. Schoolchildren have photos and information on that. Will that also be 
part of the system? 

Ms R. SAFFIOTI: In 2014, the Western Australian proof-of-age card came into place. That is covered by this 
legislation but SmartRiders are not. 

Mr Z.R.F. KIRKUP: This is the last question I have on clause 12. Proposed section 11I is titled “No subpoena or 
orders for disclosure of identifying information”. Effectively, is this a protection mechanism to ensure that the 
information that is gathered and stored as part of this solution cannot be provided to an unauthorised person? Why is 
it considered necessary for this provision to be included? Is it to prevent another case of the Wilson Parking example 
that was used previously?  
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Ms R. SAFFIOTI: Yes, this is another example of the Wilson Parking case, but it is more for if a shopping centre 
wants someone’s photo; this provision puts it beyond any doubt that it cannot be released.  

Mr W.R. MARMION: This provision is the same as that in clause 24, so it will avoid me asking a question about 
clause 24, which has exactly the same wording. Regulations have been drafted and I understand that this provision 
is included so that, for example, Wilson Parking does not bug the department. I think the regulations cover the grey 
areas. Can the minister outline these? Are there any matters of family law that might start to merge into a possible 
breach of court orders? If the CEO is able to produce information, what is the criteria around it? Would it be up to 
the CEO or do they have to meet some criteria to release information in that grey area? 

Ms R. SAFFIOTI: I understand that the member is looking for grey areas, which need further explanation. As 
described on page 29 of the explanatory memorandum, I quote — 

As some civil proceedings are related to criminal offences, it is proposed to allow regulations to be made 
under this provision to exclude certain proceedings from the operation of this provision, such that subpoenas 
issued under certain civil proceedings may request photographs or signatures from the DoT. 

Consultation with the State Solicitor’s Office and Department of Justice was undertaken on this point. It 
is intended that following further consultation with the Department of Justice, civil proceedings under the 
Dangerous Sexual Offenders Act 2006 and Criminal Organisations Control Act 2012 would be prescribed 
under section 11I. 

Clause put and passed. 

Clauses 13 and 14 put and passed. 

Clause 15: Section 6 amended — 

Ms L. METTAM: I refer to proposed subsection (5) on page 13 of the bill, which states — 

The CEO is authorised to use on a photo card a photograph or signature provided by the applicant under 
this Act, or a related Act, within the period of 10 years before the application. 

What happens after that period?  

Ms R. SAFFIOTI: This is red-tape reduction. The chief executive officer is authorised to use a photo card, 
photograph or signature provided by the applicant under this legislation. Basically, if someone had to give up 
a driver’s licence, their photo and signature could be used for their photo card, whereas currently, they would need 
to go through the whole process again. This provision will save the affected person time and effort.  

Ms L. METTAM: More broadly, can I ask about when information can no longer be used—the expiry of information? 
If a driver’s licence has expired, is there still an ability for the state government to share information on that driver’s 
licence or similar? 

Ms R. SAFFIOTI: I am sorry; I did not catch the member’s last point, but I think I know where she was heading: 
what do we do with old photos? 

Ms L. Mettam: Yes. 

Ms R. SAFFIOTI: We keep that information because police sometimes require older photographs, so we retain 
them. I can understand why they require them—for cold cases and so forth, I suspect.  

Ms L. METTAM: Is there an expiry date or how long is the information kept for? Is it kept forever? 

Ms R. SAFFIOTI: Currently, we keep records for up to 10 years. Under regulations or through guidelines, the 
State Records Act prescribes how long we keep data for.  

Ms L. METTAM: To clarify, what happens to the data or information after 10 years? 

Ms R. SAFFIOTI: Under this legislation, we would keep the information indefinitely until the relevant regulations 
or until the State Records Act requires us to destroy it. 

Clause put and passed. 

Clauses 16 to 18 put and passed. 

Clause 19: Section 14 amended — 

Ms L. METTAM: Clause 19(2) seeks to insert into section 14(3) of the act the following — 

Penalty for this subsection: imprisonment for 2 years or a fine of $24 000.  

Is there any discretion for those penalties?  
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Ms R. SAFFIOTI: The penalty is the amount up to those figures. 

Clause put and passed. 

Clauses 20 to 26 put and passed. 

Title put and passed. 

Leave granted to proceed forthwith to third reading. 

Third Reading 

MS R. SAFFIOTI (West Swan — Minister for Transport) [9.29 pm]: I move — 

That the bill be now read a third time.  

MS L. METTAM (Vasse) [9.29 pm]: The opposition certainly supports the Transport Legislation Amendment 
(Identity Matching Services) Bill 2020 that has been put before the house this evening. We recognise there are 
a lot of risks in the state not participating in the intergovernmental agreement under this legislation. Identity crime is 
a significant issue and we understand that one in five people may be subject to or a victim of identity crime throughout 
their life, at a significant cost of over $2.2 billion to the state and at a national level. We appreciate the information 
that has been provided by the minister this evening through the consideration in detail process, as well as the advice 
provided by the advisers. We have flagged some issues about how this legislation will work with the commonwealth 
legislation that has been introduced. I also understand that a committee will look at this legislation from a uniform 
legislation point of view. We certainly support the merits of what is being proposed and understand the risks of 
not participating in such a scheme.  

MS R. SAFFIOTI (West Swan — Minister for Transport) [9.31 pm] — in reply: Once again, I thank the 
member for Vasse, the Nationals WA and the Liberal Party for their support of the Transport Legislation Amendment 
(Identity Matching Services) Bill 2020, for their engagement with my advisers and for their positive contributions 
to the bill this evening.  

Question put and passed. 

Bill read a third time and transmitted to the Council. 
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